Specific Role Profile

This Specific Role Profile sheet covers specific areas of activities that are not included in the Generic

Role Profile.

It will include responsibilities, knowledge, skills, delivery and working arrangements

relevant to this role. Please ensure that this is read and in conjunction with the given family role for

the post.

Profile Owner: Head of ROCU

POLICE STAFF

ROLE SPECIFIC INFORMATION

Job Title: WMRCCU Regional Cyber Protect Coordinator
Generic Role Operational

Profile:

Salary Band: WMP Grade 6

Operational / Operational

Non-Operational

Role

Vetting Level: MV /SC

Reporting to:

ROCUWM Sgts

Specific Role
Purpose:

To provide the West Midlands Regional Cyber Crime Unit with a coordinated
approach to delivering crime prevention advice within our communities in line
with the Protect strand of the 4P Strategy in the Serious and Organised Crime
Strategy. Responsible for contributing to the strengthening of national cyber
defences and to providing a coordinated approach to delivering cyber security
strategies coordinated with our regional forces cyber protect officers. Providing
specialist cyber security advice in a joined-up approach with the national Protect
Network coordinated by the City of London Police (CoLP).

SPECIFIC COMPETENCIES REQUIRED FOR EFFECTIVE PERFORMANCE

Knowledge & Experience

This section should detail the requirement of previous experiences and knowledge gained from
academic qualifications if appropriate, e.g. significant experience of administrative duties, degree

level educated.

Essential:

e Cyber Security Qualification and/or Accreditation

e Technical Cyber Threat understanding / knowledge / experience
e Ability to present to a variety of audiences

e Ability to assess, plan and deliver strategies

e Strong presentation skills
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A desire to continuously learn new skills and update knowledge

Full UK driving licence

Skills

This section should detail the competency requirement which could be developed through non formal
training, e.g. effective time management, influencing and negotiating, effective communication
including written and verbal.

Refer to skills database for core operational skills

Essential: .

Strong communication skills, with the ability to present to a variety of
audiences, including senior management level and external business /
community groups.

Ability to lead others and to engage them in alternative ways of thinking.

Ability to build strong relationships with external and internal partners to
develop and execute the protect strategy.

To develop and deliver innovative Cyber Protect products to various
diverse audiences across multiple platforms — both digital and physical.

To understand and identify new threat trends and adapt delivery to offer
suitable mitigation advice. Use ColLP data relating to regional victims, to
identify emerging trends, offending hotspots and victims likely to be
targeted to help inform the targeting of protect delivery.

To coordinate the Cyber Protect strand of business with our regional
force’s cyber protect officers — this might be done through taking lead
roles.

Attend Regional Meetings to identify further requests for crime
prevention in our communities, identify opportunities to improve this
delivery and agree coordinated and effective response.

Post Holder to manage their own day to day responsibilities around victim
care.

Regular liaison with the CoLP regarding the national Protect initiatives and
coordinate national direction of Protect strand.

Hours of Work Monday to Friday 8am — 4pm, although flexibility is required for regional

and Flexibility: commitments. You must be able to work remotely and across force areas, under

minimal supervision.
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